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1
Decision/action requested

SA3 is kindly asked to approve the proposed clarifications to TR 33.818 clause 4.6 Roles in SECAM for 3GPP virtualized network products.
2
References

[1]
3GPP TR 33.818 v0.4.0, Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

This pCR proposes some clarifications to TR 33.818 clause 4.6 Roles in SECAM for 3GPP virtualized network products.
4
Detailed proposal

*************** Start of the Change ****************

4.6 
Roles in SECAM for 3GPP virtualized network products
4.6.1
Gap analysis
According to the descriptions in clause 4.2 and 4.3, the type of SECAM evaluation tasks and types of the accredited actors in clause 4.2 and 4.3 of TR 33.916[1] can be applied to the SECAM evaluation and accreditation for 3GPP virtualized network products. So, the roles involved in SECAM evaluation and accreditation described in TR 33.916[1] can also be applied to 3GPP virtualized network products. However, there are still the following gaps:
 - Vendor: there may be other types of vendor except the traditional CT vendors. In addition, more than one vendor will be involved for a decoupled 3GPP virtualized network product.
  - SECAM Accreditation Body: whether GSMA can take the role or not is to be confirmed.
4.6.2
SECAM Roles Overview
Compared to the types of roles for 3GPP physical network products, the types of the basic roles for 3GPP virtualized network products also include vendor, test laboratory, operator, 3GPP, SECAM Accreditation Body, and additionally other SODs where applied. For the role of vendor, there may be the other types of vendor except the traditional CT vendors and more than one vendor could be involved. For SECAM Accreditation Body, it needs to be confirmed whether GSMA can take the role. 
4.6.3 
Examples of instantiation of roles in SECAM

4.6.3.1 
Introduction

The following subclause contains an example for instantiation of roles in SECAM.

4.6.3.2
Example: Complete self-evaluation

Complete self-evaluation of a 3GPP virtualized network product (e.g. decoupled vMME (MME VNF) from vendor X and the virtualization layer from vendor Y respectively)
This example below is similar to the SECAM defined Security assurance process in the figure 4.5-1 except that the vendor conducts all the phases of evaluation.
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Figure 4.6.3.2-1: Complete self-evaluation of a 3GPP virtualized network product
 (e.g. decoupled vMME (MME VNF) from vendor X and the virtualization layer from vendor Y respectively)

Evaluation results are checked by operators and dispute on evaluation results is resolved by the SECAM Accreditation Body.

*************** End of the Change ****************
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